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As Canada becomes increasingly digitalized, cyber threats against critical systems have escalated
dramatically. Threat actors, many of whom are state sponsored, are actively targeting the critical
infrastructure (CI) Canada relies on. Securing these systems is of the utmost importance to the

safety of Canadians and the prosperity of Canadian society.



INTRODUCTION

As Canada becomes increasingly digitalized, cyber threats against critical systems have escalated
dramatically. Threat actors, many of whom are state sponsored, are actively targeting the critical
infrastructure (CI) Canada relies on. Securing these systems is of the utmost importance to the safety

of Canadians and the prosperity of Canadian society. To address this, cybersecurity measures are being
discussed by the federal government, but gaps in proposed Bill C-8 (An Act respecting cyber security)
leave vulnerabilities in Canada’s cybersecurity framework unaddressed. As of June 2, the bill had passed its
third reading in the House of Commons and its second reading in the Senate.! Further consideration, or

amendment of the bill, should be imperative before seeking Royal Assent.

BACKGROUND
Chinese Advanced Persistent Threats

Chinese-linked advanced persistent threats (APTs) are becoming an increasing risk to Canada. Of
particular concern is the targeting of CI, notably by APTs Salt Typhoon and Volt Typhoon. Operating
under China’s Ministry of State Security, Salt Typhoon is a “programmatic campaign” that is actively
positioning itself to disrupt communication, power and infrastructure sectors in the United States in the
event of a US—China conflict.? Similarly, Volt Typhoon, also Chinese-linked, aims at maintaining long-
term persistence in conducting attacks against Western CI.3 This shift in strategy by the People’s Republic
of China is done with the intent to “slow the US military’s response and sow societal panic” should a

crisis occur.* While primarily targeting US systems, both APTs pose a significant threat to Canada. Salt
Typhoon has been observed targeting Canadian infrastructure.” Additionally, because the United States
and Canada maintain cross-border infrastructure such as oil and gas, an attack on American CI will likely
have a spillover impact on Canadians.® To gain access to these systems, Salt Typhoon will target perimeter
and edge devices, such as virtual private networks (VPNs), firewalls and routers, while Volt Typhoon
exploits devices at their end-of-life (EOL) or end-of-service (EOS).” The use of perimeter and legacy
devices allows these APTs to blend in with regular network traffic and evade detection and appears to be a

favoured tactic of these threat actors.

Legacy Systems

Devices past their end-of-life or software past their end-of-service date are no longer supported by the
manufacturer. These systems potentially have exploitable vulnerabilities threat actors can abuse, increasing
risk for organizations utilizing these devices. These older systems often go unacknowledged by their
owners due to the potential infrequent use of the device or software, or the high cost associated with
decommissioning, updating or replacing of legacy devices.® For example, “most oil-and-gas companies in
Calgary are seven to eight years behind [in] patching and securing their [computer] systems that control

critical infrastructure because it would cost too much to have regular downtimes.”™ 'This is partially due to



Canada’s current framework for cybersecurity infrastructure and upgrades. Much like the rest of its allies,
Canada lacks regulation on how to manage legacy systems, advising users to replace their EOL/EOS
devices while acknowledging it might not always be possible.'* The closest to a hardline policy on legacy
devices among Five Eyes nations are Australia’s endoflife.date (a government-provided link to a catalogue
of EOL devices)!! and the US PATCH Act. This US legislation mandates that updates be implemented
in a timely manner among certain critical industries, such as medicine. However, the act only applies to
devices made post-2023, exempting 53 percent of current medical devices.’? Canada and its allies lack
regulation regarding legacy, patches and EOL/EQOS systems, leaving organizations and individuals to
monitor alerts from vendors to ensure their systems are up to date. This is cause for concern, especially

considering the frequent targeting of such systems by Chinese APTs.

Critical Infrastructure

CI covers a broad range of sectors that ensure societal functioning and safety. These include crucial
industries such as healthcare, transportation, water, energy and communications.” In the Communications
Security Establishment Canada’s (CSE’s) 2025-2026 National Cyber Threat Assessment, these critical
sectors are depicted as high-profile targets for AP'T groups and cybercriminals, and as a key vulnerability
in Canadian national security. According to the assessment, “state-sponsored threat actors are very

likely targeting Canada and allied countries to pre-position for possible future disruptive or destructive
operations.”™* Given Chinese APTS’ consistent targeting of CI and utilities, the need for adequate

cybersecurity in Canadian critical systems is imperative.

However, many of these critical sectors lack sufficient cybersecurity protection or employ outdated
systems. Of particular importance is the oil and gas industry. Due to increased automation of this
sector’s technology, oil and gas organizations are becoming more vulnerable to disruptions caused by
cyberattacks.” In Canada, oil and gas accounts for five percent of GDP and employs more than 500,000
Canadians.'® Any cyberattack on Canadian oil and gas would have negative consequences on the

Canadian economy.

Furthermore, the National Cyber Threat Assessment emphasizes that, in addition to financial burden,
cyberattacks risk negatively impacting the health and emotional well-being of citizens.!” For example, a
2024 scan by the US Environmental Protection Agency revealed poor cybersecurity postures across nearly
100 drinking water systems. Should each of those unpatched systems, open internet portals and default
passwords be exploited by threat actors, more than 26 million Americans would have their supply of
drinking water impacted.'® This is a threat in Canada as well. Data from 2025 shows that utility providers,

including waterworks, faced “a rise in both frequency and severity of [cyber] incidents.””



Ransomware

While ransomware attacks are distinct from the strategic positioning of state-sponsored APTs and are
primarily financially motivated, they too are a major cyber threat to Canadian CI and national security.
In fact, because of the perception among threat actors that Cls will pay larger ransoms to prevent
disruption, the CSE has identified ransomware as “almost certainly the top cybercrime facing Canada’s
critical infrastructure.”® Such threats could have disastrous consequences for the health and well-being
of Canadians. For example, in October 2023, five hospitals in Southwestern Ontario were the victims

of a ransomware attack conducted by threat actor Daixin.?! This attack saw the theft of employee and
patient records and the delay of patient treatments, and cost the hospitals more than C$7.5 million,
demonstrating the devastating impact ransomware attacks against Canadian CI can have on the stability

of Canadian society through the disruption of essential services.*

Additionally, the CI of smaller municipalities is an appealing target to cybercriminals and, by extension,
APTs. This is the result of municipal utility infrastructure often being hindered by smaller budgets,
outdated systems and limited resources, including a lack of dedicated cybersecurity professionals on staff.?*
'These threats to the CI of smaller municipal utility providers must be addressed to safeguard the Canadian

people and economy.

CANADA'S CURRENT APPROACH TO CYBERSECURITY AND THE
PROPOSAL OF BILL C-8

State Authority vs Regulation

Canada, like other allied nations, currently lacks private-sector regulation for cybersecurity
implementation among CI providers. This is not to say that the Canadian government lacks legislation
on the matter. The Communications Security Establishment Act (CSE Act) of 2019 provided the
federal government authority to access federal and non-federal infrastructure to assist in cybersecurity
protection.”* While a significant development in Canadian cybersecurity, the act is primarily concerned
with empowering the government with the authority to directly intervene in information infrastructure,
with an emphasis on the communications sector, for national security purposes. However, the act does
not establish sector-specific obligations for other CI systems, such as water and wastewater treatment,
energy or transportation. Additionally, the act is designed to bestow authority on the federal government,
not to implement cybersecurity regulations for Canadian organizations to follow. This leaves a regulatory
gap concerning Canadian CI and cybersecurity implementation, with the government often providing

considerations rather than concrete rules.

'The Canadian Centre for Cyber Security (CCCS) currently maintains the Security Considerations
for Critical Infrastructure on its public website, suggesting measures such as the installation of VPN,

firewalls, multi-factor authentication, network segmentation and isolation, the use of backups, the



development of an incident response plan and remaining informed of vendor updates.”® While these
recommendations are sound, they are not industry-specific and their implementation ultimately rests

on the discretion of the CI owner or operator. Additionally, the CCCS offers cyber-readiness toolkits
designed to “elevate the cyber security posture of Canada’s C1.”¢ Designed for CI, these toolkits are
available to any organization, but they serve as guidance rather than a mandate, meaning organizations
can choose not to implement the recommendations. Provincial approaches mirror this voluntary
framework. For example, British Columbia recommends that vulnerabilities with a Common Vulnerability
Scoring System (CVSS) score between 9.8 and 10 be patched within 72 hours of discovery and that
“formal acceptance of risk is required for all instances in which patching cannot be completed during the

recommended time frame.”” This essentially allows organizations to opt out of security requirements.

However, this voluntary opt-in system is inadequate. The example of Calgary oil and gas companies above
demonstrates that prioritization of cost over security recommendations can lead to lapses in cybersecurity
health if there is no legislated mandate to enforce it. As such, Canada’s lack of a formal regulatory
framework for CI and cybersecurity, including the voluntary use of cybersecurity toolkits, and the lack

of an enforceable cyber standard, results in a flawed cybersecurity ecosystem that leaves Canadian CI

vulnerable to cyberattacks.

Bill C-8 and its Limitations

Due to the flaws in Canada’s current cybersecurity framework, an overhaul is necessary. This is evidenced
by the Government of Canada’s multi-year, ongoing effort to introduce federal cybersecurity legislation.
The first of these attempts was 2022’s Bill C-26, An Act representing cyber security amending the
Telecommunications Act and making consequential amendments to other Acts, which would “codify
national security requirements for the telecommunications sector.””® However, C-26 was not passed
before Parliament was prorogued in January 2025, which ended the bill.*” Since then, the Canadian
government has introduced Bill C-8, which features much of C-26s regulatory requirements, while
expanding its scope to include “sectors deemed central to national interests.” This paper focusses only

on the first two parts of the bill, as the third part is a mandate for ministerial review of the act five years
after its potential date of Royal Assent and is not germane to this discussion.*! Part I of the bill empowers
the federal government to ensure telecommunication providers take all measures “necessary to secure

the Canadian telecommunication systems.”* Part IT of the bill, the Critical Cyber Systems Protection
Act, is designed to safeguard Canadian CI through the mandatory compliance of CI owner/operators
with cybersecurity standards set out by the act.”> As such, Part IT of C-8 addresses the CSE Act’s lack

of cybersecurity regulation for organizations, while addressing more than just the communication space.
When viewed in tandem, C-8 serves as a natural continuation of the CSE Act by giving regulations to

all CIs to follow. Such enhanced measures include implementing comprehensive cybersecurity programs,
conducting annual risk assessments, the reporting of incidents within a period not to exceed 72 hours, and

the improvement of organizational capacity to respond to incidents and mitigate risk.** Non-compliance



or violation of these cyber frameworks will result in monetary penalties.*® While a national cybersecurity
framework with enforcement is necessary, Bill C-8 needs further refinement to better serve all Cls and

utility providers.

Lack of Sector Consultation

Part I of Bill C-8 is sector-specific, being tailored to “promote the security of the Canadian
telecommunications system.” Part II, however, applies to sectors and operators the Governor in Council
designates as vital to Canadian “national security or public safety.”” Once designated as CI operators,
these parties must adhere to a series of mandatory requirements to be completed within 90 days of
designation, but may receive a deadline extension at regulator discretion.* These include the identification
and management of cybersecurity risks within their operations and supply chains, the protection of

their cyber systems from compromise, the detection of any cybersecurity incident with the potential to
affect critical systems, and the minimization of the impact of cybersecurity incidents.* Operators must
also report incidents to CSE Canada within a period prescribed by regulation not to exceed 72 hours,
review and maintain their cyber program, store cybersecurity records within Canada, and comply with

cybersecurity directions from the Governor in Council.*

What is concerning, however, is the lack of industry input regarding these regulations. While the bill’s
preamble does state the federal government’s commitment to collaboration with stakeholders, there are
minimal references to collaboration between legislators and CI providers in the development of baseline
regulations and subsequent government directives.*! Should the Governor in Council issue a directive
measure toward a provider or a particular sector, the industry stakeholders do not receive input on
whether those directives are reasonable, effective or necessary.* While the Governor in Council is able

to amend or revoke directives, based on potential impacts on affected operators, public safety, financial
impacts, the delivery of vital services, and “any other factor that the Governor in Council considers to be
relevant,” there is no mention of direct consultation with stakeholders.® The lack of a commitment to such

cooperation could hinder the implementation of directives and the regulations that mandate them.

'The Organisation for Economic Co-operation and Development has found that stakeholders, in

general, “can provide valuable input on the feasibility and practical implications of regulations,” and that
stakeholder engagement can “build trust in government, strengthen democratic values, and encourage
higher compliance with regulations, especially when stakeholders feel that policymakers considered their
views.”* Therefore, C-8’s lack of stakeholder input, combined with the broad baseline regulations that do
not account for sector-specific needs or means, could result in a “one-size-fits-all” approach, as stated by
NDP MP Gord Johns, which would “lump together banks, telecoms, nuclear facilities, and energy co-

7% Such a lack of consultation and differentiation among

operatives under a single compliance framework.
stakeholders risks lowering compliance with C-8 regulation and, by extension, leaving cybersecurity gaps

unaddressed.



No Accounting for Size

Small CI and utility providers are at significant risk of cyberattack. A US Chamber of Commerce

survey in 2024 found that 60 percent of small businesses cited cybersecurity threats, including phishing,
malware and ransomware, as a top concern.* Additionally, while adhering to increased cybersecurity
regulation would increase costs for CI providers (including software, hardware, firewalls, professional
audits, endpoint-detection and response, and consultation with cybersecurity security professionals),*

the costs associated with cyber incidents are just as, if not more, significant. For example, cybersecurity
platform ThreatConnect has found that smaller utility providers suffer the most severe financial impacts
in the event of ransomware attacks. An average ransomware payment for a small provider can cost an
organization up to 31 percent of its operating income. This is significantly greater than the ransomware
costs for medium and large providers, which would face a 13 percent and two percent impact on operating
income, respectively.” Even if these small providers understand the risk of cyber incidents, they still often

lack the necessary financial resources to pay for upgrades to systems or hire I'T professionals.*’

However, despite these documented vulnerabilities and resource limitations, Bill C-8 does not consider
organizational size when assessing preparedness or when administering penalties for non-compliance.*
'This oversight could put smaller businesses at a significant disadvantage as they attempt to fulfill their
newfound obligations to secure themselves and their supply chains.”* While Bill C-8 does set maximum
penalties for non-compliance (“not more than $500,000, in the case of an individual; and $15,000,000, in
any other case”) it does not specify minimums.*? This lack of specificity presents two concerns for small
providers. First, due to limited resources at their disposal compared to larger firms, small CI providers

are likely to find the “compliance obligations overwhelming.”? Second, the absence of formal guidance
on how organizational size factors into the determination of a non-compliance penalty creates regulatory
uncertainty. Although regulators have discretion to impose smaller fees at the discretion of “any other
factors that the Superintendent considers relevant,”* the lack of any formal consideration of size within
the act means small providers still face unclear risk exposure. This is significant, as even relatively modest
penalties would likely represent a much larger percentage of operating income for small utility providers

compared to larger ones, as demonstrated by the ThreatConnect data on ransomware impacts.”

No Mention of Legacy Systems

C-8 does not detail procedures or regulations regarding legacy, EOL or EOS systems. Part I, regarding
telecommunications, does authorize the government to prohibit providers from using or to mandate the
removal of particular products, services, or facilities “provided by a specified person in, or in relation to, its
telecommunications network or telecommunications facilities [and products].”® However, this appears to
be aimed at barring trade with particular manufacturers, similar to the Canadian ban on Huawei products

from all 5G networks in 2022.57



Additionally, the bill would require organizations to implement the following: “mapping vital systems;
understanding new powers of applicable regulators; developing and implementing the necessary plans
and training to improve cyber-resilience; and, creating capacity to respond to breaches and ensuing
investigations to limit risk and liability.”® While these measures contribute to Canadian cyber resilience,
the lack of mention of legacy, EOL and EOS systems throughout the bill is a significant gap. This
oversight is concerning, as Chinese APTs are known to target such systems. Leaving them unaddressed
in a national cybersecurity framework leaves any organizations operating these systems at risk. An
amendment to the legislation may provide high-level regulations for organizations to follow regarding
EOL and EOS device management, while leaving the technical implementation at the organizational

level. This approach would address the vulnerability of EOL and EOS devices while ensuring efficiency.

No Compensation or Incentives

By the Canadian government’s own acknowledgement, the best way to mitigate the threats associated
with legacy systems is the removal of outdated devices and software, and the upgrading of those systems.*
Yet, despite the upgrading of hardware and software systems being the most effective way organizations
can become more cyber resilient, Bill C-8 offers no form of financial compensation or incentive to
facilitate those upgrades. According to Part I of the Bill: “No one is entitled to any compensation from
His Majesty in right of Canada for any financial losses resulting from the making of an order under
subsection (1) [the prohibition or removal of products at government’s demand].”® This will likely

result in communication and other CI providers being penalized for non-compliance, while still facing
the burden of achieving compliance with the new regulations without assistance from the government.
Considering these regulations will result in higher operational costs for organizations, having no financial
compensation from the government could put these organizations (especially smaller services) at financial
risk.®* Additionally, the use of monetary penalties without any form of compensation or financial
assistance, while potentially serving as a coercive mechanism to achieve compliance, is unlikely to foster
trust between CI sectors and the government, and will place an even more onerous financial burden on

private CI sectors.

POLICY RECOMMENDATIONS FOR BILL C-8 AND BEYOND
Tiered Approach to Cybersecurity Framework
* Bill C-8 should be amended to account for variation in CI provider size, revenue and resources.

* Because rural and small CI providers often face challenges of limited resources and I'T support, a
tiered system should be implemented that categorizes CI providers as small, medium or large, while
also distinguishing between rural vs urban providers and municipal vs private providers to account

tor difterences in provider capacity.



* Such a classification system could reflect existing models already used by the Government of
Canada, such as the utility cost-sharing project, which invests in infrastructure based on the size,

means and structure of the utility provider.®?

* Different standards should be based on CI tiers. For example, while large, more critical, operators
may be held to the 90-day compliance window, smaller operators may be granted a standard 180-

day compliance window.

* 'The federal government should also consider industry- and sector-specific consultation when

drafting future versions of Bill-C to ensure regulations are both effective and realistic.

* Critical sectors (small, medium and large) should be sub-categorized and tiered based on criticality
to Canadian society. Criticality will be determined through criteria such as the provider’s economic
impact, population affected, and role in national security. The more critical the sector, the more

government communication and regulation.

* Concrete cybersecurity resiliency measures, such as the segmentation of networks and the isolation
of external access of systems to known/trusted hosts or networks, should be mandated across these

tiered categories.

Financial Supports for Cybersecurity

* Due to Bill C-8 current lack of compensation for providers, financial support should be considered

tor CI providers.

* Tax credits for cyber-compliant CI providers could work as incentives to achieve cyber compliance.
Similar programs exist regarding green energy development. Between 2024 and 2035, an estimated
C$25.7 billion has been or will be made available as part of the Clean Electricity Investment
Tax Credit, which gives a 15 percent credit to aid in green electricity generation and storage

technologies.®

* 'The federal government should consider the implementation of the Accelerated Investment
Incentive, which could see small and medium-sized enterprises receive tax benefits for capital

investments. These investments could be made in cybersecurity software, hardware and services.®*

* Consider the development of federal grants or co-ops to fund capital accumulation. Similar
programs have existed in Canada, such as Ontario’s Cybersecurity Preparedness Initiative and the
Government of Canada’s C$10.3-million funding of cybercrime initiatives. While both programs
limited the accumulation of hardware, a new fund could be designed with software and hardware

upgrades in mind.®



* Administration of federal funding may be based on the tiered structures established in
Recommendation 1, with small and medium providers, particularly in rural or remote areas or those

facing resource constraints, receiving priority.

* Canada already funds improvement of infrastructure through the Canada Critical Structure
Program, demonstrating Canada’s commitment to infrastructure resilience.®® But without upgrades
to EOL/EQOS systems, these providers remain vulnerable, leaving Canada’s existing investments in
cyber innovation and CI vulnerable to APT influence. The allocation of funds to assist in EOL/
EOS system replacements would be crucial in defending against APT attacks.

* Consider the reduction of monetary penalties for non-compliance should the CI provider self-
report the situation in a timely manner (within 72 hours of discovery, in line with Bill C-8s current

framework) and offer effective remediation plans.

* 'The creation of a fund pool that small and medium-sized CI providers can draw on to assist in

achieving cybersecurity compliance.

* 'The money contributing to this fund could be generated from the penalties accrued from larger CIs’

non-compliance.

Further Facilitation of Private and Public Partnerships

* While Bill C-8 commits to collaboration with stakeholders,?” little is detailed about how such

collaborations could be achieved.

* To assist in the burden of ensuring CI is adequately protected from APTs and other cybersecurity

threats, the Government of Canada should work with cybersecurity firms to secure CI providers.

* Existing public-private liaison mechanisms administered by the CCCS should be expanded to aid

organizations in achieving C-8 compliance.

+ Canada should work with hardware and software providers to create a notification system that alerts
users when their products are approaching EOL/EOS. This could be modelled after Australia’s
existing endoflife.date database, but enhanced through the use of notifications to registered CI

operators.

* Canada already operates a cybersecurity-related notification, the CCCS Really Simple Syndication
alert system, which provides subscribers with notifications and advisories on potential and existing

cyber threats that impact Canadian infrastructure.®

* A similar notification system dedicated to EOL/EOS would inform Canadian CI providers when

their existing systems are at risk, encourage system upgrades, and promote Canadian cyber resilience.
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